

        1.   Discuss with your client the potential consequences of using social media. 
  
Commentary: As part of this conversation, alert your client to the fact that anything that is part of a public posting is accessible to, and can be used by, opposing counsel. Additionally, it may be helpful to inform them that opposing counsel (or their agent) may request to see their private information, or information set behind privacy settings, if this happens they should not accept and should contact you to let you know immediately. This may be a violation of the rules of ethics, if the attorney contacting your client is aware they are represented (Oregon RPC 4.3). 
  
2.      Attorneys should be aware of benefits and consequences of using social media to communicate with clients, and discuss these with their clients. 
  
Commentary: While social media may be a convenient way to locate and communicate with clients, attorneys and clients should be aware that communications are not confidential nor are they protected by attorney-client privilege. 
  
3.      Investigating requires reviewing the Internet presence or personae for parties and witnesses 
  
Commentary: As a part of competent representation, publicly available information on a person’s social networking website is available and should be reviewed as part of the investigation process in a case. An attorney may also decide to request to access to information of parties and witnesses in a case which is behind privacy settings on a social networking website. If party declines this request it must be accepted. Attorneys who request to access to private information must not misrepresent themselves or create fake personaes in order to do so. If a party is represented, the attorney must work with the party’s attorney to make the request.

